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Abstract 

The rising incidence of noncommunicable diseases, combined with the costs of 
mitigating climate change, sovereign debt and regional conflicts, is undermining global 
health security and threatening progress towards achieving the sustainable 
development goals of the United Nations. The negative impact of these polycrises is 
disproportionately borne by low- and middle-income countries, which have the highest 
disease burden and lowest health care spending. Health digitalization is emerging as a 
promising countermeasure, accelerated by artificial intelligence (AI) software and 
quantum computing hardware. We provide a multisector policy and practice critical 
analysis of the three key enablers – governance, infrastructure and security – of the 
responsible AI-enabled digitalization for safe, affordable, equitable and sustainable 
health care systems in low- and middle-income countries. We consider leading use 
cases in public–private partnerships, democratized sovereign AI and embedded human 
security. Our analysis proposes that these use cases demonstrate how digital AI-
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accelerated global health may be advanced as human-centred managed strategic 
competition. We conducted our analysis through an inclusive range of theoretical 
perspectives and practical experience spanning academia, industry and practice in 
Africa, the Americas, Asia and Europe. We provide recommendations for the 
responsible management of the key enablers to accelerate global health for all. We 
anticipate that this paper will be useful for public health decision-makers, both in low- 
and middle-income countries leading local health digitalization, and in high-income 
countries supporting this transaction through their technologies, funding and knowledge 
exchange.  

Introduction 

The rising incidence of noncommunicable diseases, combined with the costs of mitigating the 

effects of climate change, sovereign debt, human capital migration and regional conflicts, is 

undermining global health security and threatening progress towards achieving the sustainable 

development goals (SDGs).1,2 The effects of these polycrises are disproportionately borne by 

low- and middle-income countries, which have the lowest health care spending, the highest 

proportions of noncommunicable disease mortality and workforce shortage, and the fastest 

growth in smartphone use.3,4 A promising and growing response to these issues is health 

digitalization, which is the integration of smart devices, computers, internet and other digital 

technologies with health ecosystems.  

Because many low- and middle-income countries currently use only a small fraction 

(around 5%) of their health data,3 health digitalization in low- and middle-income countries in 

Africa alone could produce health cost savings of up to 11 billion United States dollars (US$) 

(around 15%) by 2030 through more personalized, effective, efficient and equitable care.4 Health 

digitalization may allow the reinvestment of billions of cost savings to boost health care access 

and outcomes through optimized telehealth (remote patient–provider encounters and 

monitoring), self-care (digital disease prevention, diagnostics and support), paperless data 

(electronic health records, staff communication and digital assistants) and decision intelligent 

systems (for clinicians, administrators and payors). As more people connect to the internet of 

things (that is, the interconnection of digital devices embedded in everyday objects) and the 

larger global digital ecosystem (the digital communication network of individuals, institutions, 

companies and governments), the increased number of users means more data and smarter 

insights from artificial intelligence (AI). National health systems, including local health-care 

systems, public health agencies, and partnering institutions, companies and governments, are part 
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of this data explosion as health-care records, communications, financing and administration are 

increasingly digitalized. 

In 2021, the World Health Organization (WHO) recognized that AI-augmented digital 

health was a proven accelerator improving health outcomes through the SDGs, translating such 

data into actionable insights for more efficient health and policy management at the individual, 

public and global health levels.5,6 The health sector globally is progressively benefitting from the 

technological evolution of AI digitalization, accelerated by the intensifying international 

competition between leading companies and governments.1 Generative AI alone is expected to 

add more than US$ 10 trillion to the global economy, sufficient to cover the entire cost of global 

health.7,8 However, nine of the world’s top 10 technology companies are located in the USA, 

with China and the USA accounting for over two-thirds of AI investments worldwide.1 

Similarly, China and the USA dominate funding and advances in quantum computing, the use of 

quantum physics to solve more complex problems faster than traditional digital computers, 

necessary for the exponential evolution of AI.9 However, as this competition for the critical 

strategic assets of AI and quantum computing determines the global balance of great power, it 

threatens to divide the global digital ecosystem and weaken collaboration in global health 

digitalization.1,10–12  

These trends in AI shape the global horizontal competition between political economic 

blocs of countries as well as the vertical competition between their companies and institutions 

(the meta-determinants of health). As the United Nations (UN) Secretary-General warned, 

“divides are deepening” between democratic and so-called autocratic countries, as well as 

between countries of higher and lower income classifications.13 The UN Secretary-General 

therefore called for a return to the global consensus of the SDGs, anchored in “the dignity and 

worth of every person” and oriented ultimately to “the common good.” Without managing this 

strategic competition through such consensus, health digitalization in low- and middle-income 

countries may be delayed or even endangered as conflict replaces cooperation.  

Our international team assessed three key enablers – governance, infrastructure and 

security – for responsible AI-facilitated digitalization in the health sectors of low- and middle-

income countries to optimize safety, sustainability, affordability and equity. Failure to harness 

and manage these enablers carries significant risks, including (i) undermining societal trust and 
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engagement; (ii) worsening the digital divide; and (iii) eroding health security. To mitigate such 

risks, we attempt to bring an inclusive range of theoretical perspectives and practical experiences 

spanning the academic, industrial and health sectors across the world. We anticipate that this 

paper will be useful for decision-makers leading public health digitalization in low- and middle-

income countries (and to their partners in high-income countries, supporting these aims through 

technologies, funding and knowledge exchange). Our ultimate purpose is to provide an integral 

vision of, and pragmatic recommendations for, managing these enablers to accelerate global 

health. 

Governance 

The 2021 Ethics and governance of artificial intelligence for health: WHO guidance defines 

health governance as the collective mechanisms used by governments and institutions for 

strategic guidance and operational rules to achieve national health policy objectives.14 Digital 

health governance is a key enabler for responsible digitalization because the national health 

systems of low- and middle-income countries must align their partners under a shared strategic 

objective, realized through a common operational plan and backed by an enforceable set of fair 

rules for how partners are to work together to achieve this. Effective governance is particularly 

useful for syncing efforts from the diverse partners required to comprehensively address health 

determinants to maximize global health benefit, namely: individual (behaviours and biology, 

understood through multi-omics), environmental (water, air and housing), commercial (company 

research, products, services, marketing and pricing), digital (literacy, accessibility and 

personalization) and political and economic determinants.1,15,16 The political and economic 

determinants are also considered as the meta-determinants, as power and resource allocation 

societally can amplify the positive or negative impact of the other health determinants.  

There exists a proliferation of proposed governance frameworks and conveners of these 

frameworks, mostly from democracies or global institutions focused on human rights, including 

the UN, the UN Educational, Scientific and Cultural Organization, the Institute of Electrical and 

Electronics Engineers, the Group of Seven, the European Union, the Organisation of Economic 

Development and Co-operation, and the World Economic Forum.17–22 However, the majority of 

practical daily governance in AI digitalization comes from American companies with over 

US$ 33 billion (over two-thirds) controlling global stakes in digital AI chips and software, and 
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US$ 411 million in quantum computing (around one-third, double that of the next closest 

competitor), operating according to their own rights-based governance frameworks (with 

substantive overlap with the above multilateral frameworks).23–25 Generally, the abovementioned 

frameworks support public–private partnerships as a concrete model of successful governance, 

matching global digital capabilities with local health needs. 

The WHO governance model supports such a collaborative approach to responsible 

health-care digitalization.5 WHO calls for a global person-centric digital health ecosystem 

spanning these partnership networks as an essential enabling factor to realize the ultimate vision 

of health for all. As a pioneering early adopter and partner, India launched the Global Initiative 

on Digital Health in 2023.26 WHO coordinates and aligns multisector stakeholders according to 

needed resources, best practices and global standards; meanwhile, India adopts these practices 

and resources for health digitalization according to its local needs.6 WHO facilitates the digital 

health knowledge exchange, transformation toolbox (digital tools), country resource portal 

(mapping digital health resources) and country needs tracker according to the related second and 

third strategic objectives in its 2020–2025 digital health strategy.5 Although WHO launched the 

virtual platform for the Initiative, a promising template for other low- and middle-income 

countries, funding for and integration of the platform in the national digital health system of 

India is lagging. This partnership builds on the country’s rapid health digitalization (accelerated 

by the coronavirus disease 2019 pandemic) to expand its national digital health ecosystem, 

including through the Ayushman Bharat Digital Mission for a country-wide electronic health 

record with digital health identification number for every citizen.27  

Parallel private efforts include India’s Lupin Digital Health that launched its digital 

health platform, Lyfe, as the country’s first digital cardiac rehabilitation programme spanning 

remote monitoring, clinical care and public health prevention.28 Through its collaboration with 

the American College of Cardiology, assisting the knowledge exchange of best practices and 

physician certification, the programme has already demonstrated improved treatment adherence 

and reductions in blood pressure, sugar and cholesterol (such that India’s Central Drugs Standard 

Control Organization granted it Class D Medical Device License).29  

Deepening collaborative networks are also facilitating health digitalization with the 

integration of responsible precision medicine and precision public health, that is, uniting multi-
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omics, geospatial and predictive analytics with big data (large amounts of highly varied data 

from many different sources that may be processed rapidly) and AI real-time analyses, enabling 

patients and populations to affordably and reliably obtain the right intervention at the right 

time.30 In January 2024, the Bill & Melinda Gates Foundation partnered with the WHO Regional 

Office for Africa to accelerate funding for precision public health efforts to predict, prevent, 

track and mitigate disease spread, with an initial emphasis on malaria eradication.31 Such efforts 

may also help to efficiently match limited national health resources with local health needs to 

maximize net public benefit through expanded digitalization. 

Infrastructure 

Digital infrastructure is the technological enabler of health digitalization in low- and middle-

income countries, as governance is its organizational enabler. This infrastructure refers to the 

network of physical and software assets that collectively enable data flow (including data 

centres, storage, cloud and security), required to move digital products and services from 

providers to users.1 Examples include the USA-based Mayo Clinic Platform, which extended its 

international federated health data network to the WHO Eastern Mediterranean Region and 

Brazil by 2024, keeping partners’ data safe locally while sharing the AI-accelerated insights 

gleaned from them globally.32 With a similar model, TriNetX created the world’s largest end-to-

end health data architecture and platform.33 The infrastructure overseen by this private American 

company coordinates over 220 health care organizations in 30 countries, including low- and 

middle-income countries in Africa, South America and Asia, expanding clinical trial 

opportunities along with precision public health insights. Ghana and Zimbabwe were early 

collaborators and shared de-identified electronic health records in return for access to resources. 

There are significant risks to having a private company provide governance and infrastructure 

(e.g. changing ownership, solvency, public accountability and national regulations), but the 

largest and most used digital health platforms globally are still led and provisioned by such 

companies.1 Users generally appear to perceive them as generating greater value, affordability, 

functionality and reliability compared with institutions and governments, largely because vertical 

competition speeds the creative destruction of lower performing and less trusted platform 

companies. 
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There exist many other partnerships in the expansion of the digital infrastructure of low- 

and middle-income countries: USA-based Microsoft and the Egyptian government are improving 

food and health security by digital app-based boosting of agriculture productivity;34 and the 

African start-up, Access Afya, is expanding telehealth services to remote and lower income 

patients, enabled by the mobile banking service M-Pesa. Digital infrastructures are also 

becoming greener, as seen with Microsoft and G42 (the leading AI company of the United Arab 

Emirates)35 who partnered with the Kenyan government in 2024 to build a geothermal-powered 

data centre in Olkaria at a cost of US$ 1 billion. The data centre allowed the expansion of more 

sustainable, reliable and affordable computing, essential for processing and analysing the 

growing digitalized health systems of low- and middle-income countries. Such cost savings can 

then be used to provide more people with universal health coverage, allowing them to access 

those digital AI-augmented health services. The USA-based Tufts University published their free 

online African Leapfrog Index to facilitate this infrastructure roll-out using the lessons learnt 

from such initial case studies spanning six countries of the continent.36 Along with governance, 

the index highlights infrastructure as a key digitalization enabler. The index also shows how to 

map the specific components of digitalization and its progress at the country level (including 

improved energy reliability, government protection of individual digital freedoms, digital 

provider competition and digital money exchange). 

Digital infrastructure is finally becoming smarter. American AI and digital companies led 

by Nvidia are increasingly democratizing decolonized sovereign AI through the cloud, that is, 

provisioning the digital technologies that enable countries to transparently and affordably build, 

own, operate and locate on-site their home-grown quantum AI digital infrastructure.37 As more 

countries seek to avoid becoming overly reliant on China or the USA in their digital AI 

competition, India is again emerging as a key leader in such digitalization through its sovereign 

AI push backed by Nvidia. China provides a different infrastructure model in its Belt and Road 

Initiative, which is particularly focused on low- and middle-income countries in Africa, South 

America and Asia.38,39 The government-driven initiative reportedly promotes national 

sovereignty by expanded infrastructure options for countries. By 2023, the initiative may have 

created history’s largest international physical and digital infrastructure with cooperative 

agreements spanning 150 countries. Chinese researchers report that the programme “boosted the 

expenditure of public health and effectively spurred economic growth.” Some low- and middle-
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income countries appear to be safeguarding their investments by partnering with local and 

international digital infrastructure providers from both China and the USA, benefitting from the 

competition of both countries for their partnerships.39 

Human security 

Human security is the final enabler of health digitalization in low- and middle-income countries, 

the strategic organizing principle facilitating responsible governance and infrastructure to attain 

and maintain this. The UN’s 2012 General Assembly Resolution 66/290 defined human security 

as “freedom from fear … and want.”40 Taking a holistic approach to health determinants, human 

security entails “people-centred, comprehensive, context-specific and prevention-oriented 

responses that strengthen the protection and empowerment of all people and all communities.”40 

The UN recognizes the proven value of applying human security, which “can significantly 

enhance actions … to fully realize the transformative promise” of the SDGs.41 Human security 

also entails its constitutive elements of effective health data security (protections for people’s 

digital information from theft, corruption and unauthorized access) and health security (the 

proactive and reactive measures mitigating the negative effects of health threats). Health security 

partnerships in health digitalization are progressively transforming African public health, 

especially through optimized prediction (disease outbreaks from different data streams), health-

care accessibility (better diagnostics and telemedicine) and workforce shortages (through 

democratized AI).42 

The textbook Responsible artificial intelligence re-engineering the global public health 

ecosystem seeks to advance this approach for low- and middle-income countries.1 Emblematic 

use cases in the textbook include integrated methods and education. The AI-driven 

computational ethics and policy analysis applies propensity score translational statistics 

augmented by quantum Bayesian machine learning for causal health inference, cost–

effectiveness and Personalist Social Contract ethics.1,43,44 The approach features propensity score 

analysis that is boosted with Bayesian and machine learning to identify higher risk patient 

populations and their health risk factors. These results then feed into a cost–effectiveness 

analysis of proposed interventions for these groups, which in turn informs a human-centred 

approach to pluralistic global bioethics to enumerate concrete recommendations for their care. 

The approach is engineered to be end-to-end, adaptive, automated and embedded in the digital 
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infrastructures of health ecosystems to aid in responsible digitalization and health AI operations 

(in contrast to competing methods, which typically focus in silos on clinical, cost or policy 

aspects). The approach has since been used to inform real-time operational, policy and strategic 

recommendations, especially in equitable nutrition, cardiovascular disease, cancer prevention 

and care tailored for lower income communities. In terms of education or workforce capacity-

building in human security, the Mexico-based Anahuac University Masters in Global Bioethics 

has educated health professionals and policy-makers on four continents (primarily from African 

and Asian low- and middle-income countries) on this comprehensive approach for local health 

solutions. 

AI-enabled global health  

We have described how the three key enablers of governance, infrastructure and security may 

provide substantive and pragmatic guidance for navigating responsible health digitalization in 

low- and middle-income countries amid human-centred managed strategic competition.1 This 

approach maps global health as an interconnected three-level ecosystem to facilitate the 

productive cooperation of diverse partners. These levels include political economic 

interoperability of diverse regimes (democracies and autocracies), data interoperability (data 

architectures) and moral interoperability (through core common values about human dignity, 

rights and the common good across belief systems and their embodied cultures). This 

comprehensive approach seeks to develop the model of the World Bank for responsible health 

digitalization in low- and middle-income countries: moving from capacity-building through 

health data digitization, to piloting fragmented digital health applications, to scaling mature 

digital health solutions that are person-centred, embedded and integrated throughout a health 

ecosystem.3 

The major next steps in advancing such digitalization may be emblematically seen in 

human-centred quantum health AI, requiring and enabling stronger partnerships and financing 

between countries of higher and lower incomes.45 A leading use case is the Open Quantum 

Institute of the European Council for Nuclear Research as a multilateral science diplomacy 

initiative, internationally empowering more open and inclusive quantum computing to advance 

the SDGs especially in low- and middle-income countries.46 This public–private partnership 

seeks to identify, prove and scale quantum AI use cases, including enhancing the sustainability 
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of global food systems (quantum optimization), and early diagnosis and imaging accuracy 

(quantum machine learning). To further democratize quantum AI-accelerated digitalization, 

Nvidia is expanding quantum AI access through its hybrid quantum-classical platform.47 

Reliance Jio, India’s largest telecommunication company, is working to expand energy-efficient 

AI digital infrastructure to its 450 million customers, for which Nvidia provides the AI 

supercomputing service.48 Simultaneously, IBM partnered with Cleveland Clinic and 

Cleveland’s state government in 2023 to launch the first on-site, hybrid, cloud-enabled quantum 

health AI computer accelerating drug discovery and population health tools, which can then be 

diffused through partnerships between countries of higher and lower incomes.49 IBM’s 

collaboration with Kenya and South Africa leverages such resources not only to build local 

educational capacity and solutions (now extending to 15 universities across nine African 

countries for research and workforce education)50 but to advance the science that informs and 

scales up such health-care innovations at the local level. The areas included are public health 

countermeasures in climate change, clean water, sustainable food supplies and financial 

inclusion. For example, extending cloud-based services to low- and middle-income countries for 

lower costs compared with building this infrastructure themselves. 

These trends and use cases, along with our experiences, inform the following 

recommendations for responsible digitalization in low-and middle-income countries: (i) foster 

competitive and mutually beneficial local and international public–private partnerships, for 

example, encouraging local health systems to consider different vendors with varied 

digitalization offerings and finance models, and to select and modify such partnerships as 

required; (ii) enhance human-centred digitalization co-design and co-deployment, with local 

communities guiding how digital technologies are created, applied, governed and revised so they 

are safe, affordable, useful and integrated with local workflows; (iii) prioritize agile, scalable and 

end-to-end technology innovations, empowering rapid local iteration in concert with digital 

providers, including in federated and swarm architectures, seamless integration, offline 

capacities, security and governance; (iv) accelerate continuous local capacity-building in data 

architecture, management, workforce training, innovation, financing and automation; and 

(v) safeguard individual rights, cultural autonomy and the unifying strategic objective of health 

for all. 



Publication: Bulletin of the World Health Organization; Type: Policy & practice 
Article ID: BLT.24.291643 

11 of 15 

From lessons learnt and promising next steps, we have shown how such use cases and 

recommendations in health digitalization in low- and middle-income countries may inform 

useful theoretical templates and practical advances towards more sustainable, efficient and 

equitable health for each person. We envisage how this aim can be scaled worldwide to achieve 

health for all, raised to the exponential power of quantum AI-accelerated digitalization, and 

anchored in humanity’s common good that bounds the strategic competition shaping these 

technologies. 
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