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Abstract

Objective To map how social, commercial, political and digital determinants of
health have changed or emerged during the recent digital transformation of the
society and to identify priority areas for policy action.

Methods We systematically searched MEDLINE, Embase and Web of Science
on 24 September 2023, to identify eligible reviews published 2018 and later. To ensure
we included the most recent literature, we supplemented our review with non-
systematic searches in PubMed® and Google Scholar, along with records identified
by subject matter experts. Using thematic analysis, we clustered the extracted data
into five societal domains affected by digitalization. The clustering also informed a
novel framework, which the authors and contributors reviewed for comprehensiveness
and accuracy. Using a two-round consensus process, we rated the identified
determinants into high, moderate and low urgency for policy actions.

Findings We identified 13 804 records, of which 204 met the inclusion criteria.
A total of 127 health determinants were found to have emerged or changed during the
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digital transformation of the society (37 digital, 33 social, 33 commercial and economic
and 24 political determinants). Of these, 30 determinants (23.6%) were considered
particularly urgent for policy action.

Conclusion This review offers a comprehensive overview of health
determinants across digital, social, commercial and economic and political domains,
highlighting how policy decisions, individual behaviours and broader factors influence
health by digitalization. The findings deepen our understanding of how health
outcomes manifest within a digital ecosystem and to inform strategies for addressing
the complex and evolving networks of health determinants.

Introduction

Recognizing the social determinants of health, such as age, education, employment,
geographical location and housing, has formally linked these determinants to individuals'
health status. This recognition has helped to establish health not merely as the absence of
disease but as a reflection of everyday living conditions.! Complementary frameworks have
been developed for specific domains of health determinants (Box 1), acknowledging that
these determinants are essential for maintaining and improving individual and population
health. Over time, these determinants have been progressively incorporated into policy-
making and governance in countries worldwide.!! However, a recent review of health
determinants frameworks highlighted the need for a new framework that preserves the core
components of existing models while addressing newly emerging health challenges. This new
framework should also incorporate recent insights, including those related to digital

transformations, which were previously considered irrelevant.'?

While the impact of digitalization on health and social sectors have been studied
extensively, research focusing on how the digital world itself interacts with individual and
population health is still emerging.>%%!>!4 The World Health Organization's Global strategy
on digital health underscores the need to ground digital foundations within national
strategies, establish national digital health agendas and strategies for the health sector, and
work with different sectors and stakeholders at all levels of governance — from policy to
service delivery to individual decision-making.'® In doing so, the global strategy highlights
the importance of understanding the state of health determinants during a period of rapid
digital advancements and proliferation in society.'® The aim of this study was therefore to
map what health determinants have manifested in this period.®*!” We also wanted to
investigate how existing social, political, and commercial and economic determinants of

health are redefined in a digital context, as well as to reach expert consensus on what digital
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and digitalized determinants of health should be urgently considered at various governance

levels.

Methods

Scoping review

We conducted a scoping review to identify articles that outlined how established social,
political or commercial and economic determinants of health have changed during rapid
digital advancements or that described emergence of new digital determinants of health. We
followed the scoping review framework developed by Arksey & O’Malley and Levac et
al.,'®! and the manual for evidence synthesis for scoping reviews?%2! from JBI. We report

our findings according to the PRISMA-ScR guidelines.*?

Eligibility criteria

Eligible articles had to either discuss how social, commercial or political determinants of
health changed due to digital transformations or highlight any new determinants that
manifested because of digital transformations. We did not consider articles discussing
enablers or barriers of digital health implementation as these were mapped in previous
research,”® unless they contained information on how certain population groups may
experience difficulties engaging with the digital world or how those difficulties might affect
individual health. We only considered publications in English. For feasibility purposes, the
systematic search was limited to only include systematic, scoping, integrative and realist
reviews, as MEDLINE and Embase (192 710 records) and Web of Science (137 785 records)
otherwise returned an unfeasible number of records to screen. Furthermore, we only
considered publications from 2018 onwards, as this period marks a substantial acceleration of
digital transformations, largely driven by the coronavirus disease 2019 pandemic, rendering

the pre-2018 societal landscape less comparable to the current landscape.”>*26

Search strategy and data collection

We assumed that most articles discussing health determinants are published in health-specific
or interdisciplinary journals. We therefore chose to systematically search MEDLINE, Embase
and Web of Science, as these databases cover both health-specific and interdisciplinary

academic fields.?’

1,%2° commercial and economic’ and

We synthesized keywords related to the socia
political determinants® of health from systematic literature reviews. While no previous

research was available to inform our search string for digital determinants of health, previous
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studies informed our search on digital health.”> We supplemented our systemic search with
non-systematic searches using PubMed® and the first 300 hits in Google Scholar.’! These
additional searches ensured the inclusion of the most recent academic and grey literature on
digital transformations in social, commercial, and political determinants, which may not have
been included in the identified reviews. An information specialist validated the search
strategies, which are available in Box 2. Two authors calibrated the eligibility criteria on a
random selection of approximately 10% of the total identified articles before they screened
identified records. A third author resolved any disagreements between the two authors. The

initial search was performed 2 August 2023 and updated on 24 September 2023.

Data synthesis and analysis

Thematic analysis

We used a thematic analysis to extract data relevant to how social, commercial and economic,
or political determinants of health changed or how new digital determinants of health
manifested in the context of the digital world.*> We continued the data extraction of eligible
articles until thematic saturation was reached.*® Two authors extracted information on these
determinants and clustered them post-hoc into five parts of society affected by digitalization
using the 1991 model for social determinants of health as blueprint,* during which we also
developed the initial draft of the conceptual framework. During this process, three authors
iteratively identified subject matter experts through existing research collaborations, who

they invited to join as author or contributors depending on the invitees’ preference.

All authors and contributors reviewed and enriched the findings of the literature
review by identifying additional records between 3 October 2023 and 22 December 2023.
They also reviewed and refined and the conceptual framework during this time to ensure the
framework was comprehensive and accurately captured how the period of rapid digital
advancements manifested new and redefined existing health determinants across various parts

of society. All contributors are listed in the below acknowledgements section.

Consensus process

To prioritize the identified determinants for policy action, two-round internal consensus
process was conducted between 8 January 2024 and 23 May 2024 among the authors and
contributors. To rate the urgency for policy action of the identified health determinants,
participants logged in to Welphi (Welphi, Lisbon, Portugal), a web application designed for

consensus processes. During the first round (lasting 6 weeks), they were instructed to
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evaluate each health determinant using a 5-point Likert scale (1: not urgent; 2: somewhat
urgent; 3: fairly urgent; 4: urgent; and 5: very urgent) based on the following statement:
“Under the recognition that all health determinants are important to address, how urgent is it
for this health determinant to be taken into account?”” The determinants were presented by
societal category outlined in the conceptual framework and the Welphi application
randomized the order of determinants in each category to reduce the potential effect of order
bias and scoring fatigue.>* To reduce the burden of the consensus process, the second round
(lasting 4 weeks), involved only authors and contributors who fully completed the first round,
and they rated only determinants deemed of moderate urgency in the first round. After the
consensus process concluded, all authors and contributors were invited to validate the

description and triangulation of the results.

In the consensus analysis, we included both complete and incomplete responses. We
calculated outcome measures as percentages and median values along with interquartile
ranges (IQRs) to indicate agreement on the five-point scale. We combined the proportions of
4 and 5 ratings into a urgency percentage.’® By combining these measures, we classified
determinants into three categories: (i) high urgency, defined by a median rating of 4 or 5, an
urgency percentage of 80% or higher and an IQR of 1 or lower; (i) moderate urgency with a
median rating of 4 or less and an urgency percentage of 50-79%, regardless of IQR; and
(ii1) low urgency, defined by a median rating less than 4, an urgency percentage of less than
50%, and an IQR of 1 or higher. We did the analysis in R version 4.2.3 (R Foundation,

Vienna, Austria).

Results

Our systematic search yielded 10 788 records and our non-systematic searches yielded 2923
records. Subject matter experts identified an additional 93 records. After deduplication, we
screened 8598 records for eligibility and included 204 records (Fig. 1). We excluded seven
articles during full-text screening, because they were not being written in English (listed in
the online repository);*® these will be screened in future work. The most common reason for
exclusion was a lack of relevance in which the record did not address either the impact of
digital transformations on health, or how the digital world affected existing structures of
health determinants. The crude interrater agreement score between the two reviewers was

93.7% (774/826) and the interrater agreement was moderate (Cohen’s x: 0.663).

Conceptual framework
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In total, we identified 127 health determinants that manifested or changed during the period
of rapid digital advancements and proliferation in society (37 digital, 33 social, 33
commercial and economic and 24 political). We clustered these health determinants into five
societal categories affect by digitalization. The first category is person-specific determinants,
which includes personal views, perceptions, resources, behaviours and characteristics. The
second is community determinants, comprising localized determinants that affect health
within a village, city or other local community. The third category is technology-related
determinants, which encompass determinants related to digital devices, software and other
technologies. The fourth is policy determinants, reflecting policies in specific areas such as
health care, transport, education and employment. The fifth is political, economic, societal
and cultural determinants, which represent a broader socioeconomic and political climate,
including the cultural settings across one or more countries (Table 1; available from:

https://www.who.int/publications/journals/bulletin).

The conceptual framework resulting from this categorization is presented in Fig. 2.
The framework illustrates the relationship between health and social, commercial and
economic, political and digital determinants, as well as how these determinants operate in
different parts of a digital ecosystem. With health at the core, the first layer emphasizes that
health determinants form a blended, interconnected spectrum that can affect health directly
and indirectly.”!*>?* The second layer classifies individual determinants into social,
commercial and economic, political and digital determinants of health.>”-!*° The outer layer
illustrates that these determinants now exist within a digital ecosystem, meaning they interact
with individuals through both the physical and digital world. This layer also highlights the
disruptive and transformative effects of digital transformation on the social, commercial and
economic and political determinants of health that predate the period of rapid digital
advancements and proliferation in society,>’ while simultaneously manifesting a completely

new domain in the digital determinants of health.

Key health determinants

Of the 54 authors and contributors, 35 (64.8%) fully completed the first survey round and 32
(59.3%) fully completed the second round. After Round 1, consensus was reached for 88 out
of 127 determinants, leaving 39 determinants to be re-rated in Round 2. Ultimately, by
consensus, the survey panel considered 30 determinants (23.6%; 20 digital, 6 social, 0
commercial and economic, 4 political) as urgent or very urgent (Table 2; Fig. 3; online

repository).>®
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Discussion

Here we identified 127 determinants that can affect health directly or indirectly through the
digital world. The distribution of determinants was relatively balanced across the different
domains, underscoring the transformative impact of digitalization on health. The
accompanying conceptual framework highlights that the influence of the domains of
determinants does not occur in isolation but rather in combination across multiple parts of

society.

Our findings reinforce the importance of ensuring that digital transformations are
equitable and sustainable.*®> While younger and healthier populations are better equipped to
use digital tools, they are also more likely to be exposed to the adverse effects of digital
transformations.®!” In contrast, people most likely of digital exclusion, such as older people,
people living with disabilities or higher disease burden, migrants or other vulnerable groups,
may gain the most from digital health-care transformations, but are also among the best
protected from its adverse effects.>>!¥! Various solutions have been suggested to address this
digital health paradox, including improving digital access and literacy of vulnerable
populations and placing them at the centre of the digital health design process.** Furthermore,
we must consider how the digital divides evolve over time. The uneven introduction of basic
information technologies, such as mobile phones and computers, creates digital divide as
access to and engagement with these technologies directly affect participation in the digital
society and health system.?”"!82 Subsequently, the introduction of more advanced digital
technologies, such as artificial intelligence (Al), blockchain technology and spatial
computing, may trigger a second digital divide. A key difference between these two divides is
that the second divide also includes elements of the first, resulting in a more complex and
heterogenous digital divide. Furthermore, the projected increase socioeconomic inequalities
over the next 30 years may also worsen the digital divide.'3* Therefore, continuous
monitoring, review and adaptation of policies and practice related to digital (health)

technologies will remain important.

The identified determinants highlights how pervasive digital content can be sustained
through the intersection of digital, commercial and economic and political determinants at
multiple levels of governance.”®!>184 For example, dark commercial patterns, that is digital
choice architecture that subvert consumer decision-making, have been rooted at the centre of
the design and implementation of commercial digital solutions, contributing to problematic

internet use, cyberbullying, hostile communication or peer activity, online sexual harassment,
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non-consensual messaging and building user communities aimed at harmful
behaviour.34243-93:155 Similarly, although major technological companies have reportedly
disabled targeted advertisement towards minors, children can still be exposed to digital
marketing through shared household devices, especially in areas with lower internet access or

fewer devices.*%?

Compared to other sectors, the health sector is in a unique position in digitalization

and individual data rights, as health data are considered sensitive,!83187

especially for people
with diminished autonomy, such as minors and people living with certain disabilities. This
position requires higher standard and security measures for responsible data use.'?
Simultaneously, the (re)use of health data is important for scientific progress in public health,
medicine and population health management. To fully realize the benefit of these sensitive

88,187 Whlle

data, national legal frameworks need to allow the secondary use of health data,
adhering to existing principles for equitable health data governance.'8%!1%° Policy-makers
linked to the health sector must, therefore, be educated and empowered to keep up with

advances in privacy and security technologies.”

Furthermore, developing robust data and digital governance policies require a
profound understanding of the underlying normative and ethical principles, which can
substantially differ between countries and global regions.'**"'*> For example, data governance
in Europe and North America is influenced by Kantian principles, which emphasizes people's
ability to retain control over their data and that personal data cannot be used for secondary
purposes without the explicit consent.!*? This approach prioritize the individual privacy and
safety.!®!* In contrast, data governance approaches found in parts of Asia are influenced by
Confucian principles.'?®!°! While these principles emphasize respect for individual
autonomy, they place greater importance on the interests of the family and the community
over those of the individual,'*® thereby promoting collectivism while still respecting
individual integrity. However, local data governance policies reflecting local norms and
values may not always apply to health data of the local population, especially with global
service providers. For example, data may be transferred to the country where servers are

located, allowing the host country's policies to override those of the data subject’s country.

Finally, the widespread emergence of Al technologies in recent years has highlighted
both the potential benefits'**2%* and risks with its use, especially if its capabilities are
deployed for other interests than the public good.%6%162197:205-210 Recoonizing the impact of

Al technologies on the political and commercial and economic domains is crucial, as both
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can have possible repercussions for individual and population health and well-
being.”!16219729 Simultaneously, benefits and risks of Al technologies are unevenly spread
across different population groups.?!%!? While Al is categorized under the digital
determinants of health as a sector-specific policy, a single set of Al policies is unlikely to
suffice, especially recognizing the vastly different ways in which Al affects various sectors.
As different archetypes of Al technologies are introduced in society, policy-makers must
implement discipline- and archetype-specific policies to complement baseline regulations that
address Al holistically, for example the Al Act in the European Union.?!* A baseline policy
framework can serve as an important foundation for developing more discipline-specific
regulation,?!* as it can address widespread risks of Al, for example by creating a risk
framework to mitigate unacceptable risks to citizens and providing guidelines for high- or

low-risk Al technologies.

While the presented framework is primarily intended to help decision-makers to
identify the broad range of pathways that can affect individual and population health, it is
also valuable to technology developers and decision-makers outside the health field. The
framework can raise awareness among non-health experts about how their decisions can
influence individual and population health, especially considering both the positive and
negative influences of digital transformations. In doing so, the framework provides a more
balanced and comprehensive view of digital transformation, compared to many articles focus
solely on either the beneficial or harmful aspects. This conceptual framework thus
complements existing frameworks covering pathways for implementing digital health

applications, 16

while also informing targeted action to mitigate or prevent the harmful
effects of digitalization on society.®%*!3%1"7 The conceptual framework also combines two
competing interpretations of the position of the digital determinants of health within the
landscape of health determinants. By recognizing that some social, commercial and economic
and political determinants have changed in the during a period of rapid digital advancements,
we support the idea that the effects of the digital world can be observed in how traditional
determinants of health have adapted to digitalization.!*3*3121> Simultaneously, our
framework recognizes that certain health determinants did not exist before the rapid digital

advancements, supporting the development of a separate category for digital determinants of

health 10,59,79,216

This study has some limitations. First, the findings of this review should be

interpreted as high-level literature overview and therefore potentially missing more intricate
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or localized factors related to health determinants affected by rapid digital advancements and
proliferation in society. Second, selection bias is possible, as only three academic databases
and Google Scholar were used, and the search strategy was not exhaustive. Third, the quality
of the included sources was not assessed, which should be considered when interpreting the
results. However, as this study aimed to assess changes in health determinants during rapid
digital advancements, rather than validate methodological rigor, the absence of a quality
assessment does not undermine the validity of this study. In fact, the information collected
did not solely rely on scientific articles as our international and multidisciplinary author and
collaborator team also ensured that the collected information was comprehensive, accurate
and unbiased across global regions, strengthening our confidence in the potential broad
applicability of these findings to various countries and cultural settings. Finally, we
acknowledge that this review makes broad conclusions about health determinants in a period
of rapid digital advancements and the priority areas therein, which may not be directly

transferable to localized contexts.

Our findings can inform future research exploring the interlinkages between digital,
social, commercial and political factors to better understand their multifaceted effect on
health. Additionally, the concept of health determinants during rapid digital advancements
and proliferation in society, especially the digital determinants of health, is likely to evolve
into patterns that are not yet predictable. This change means that the digital determinants of
health outlined in this article may need to be redefined over time, as more research is
conducted and emerging technologies become more integrated into health and social systems.
This article can serve as a starting point for future research to monitor the developments of
health determinants during rapid digital advancements. The findings also challenge us to
better understand how health is affected by rapid digital advancements, and how determinants
interact to facilitate the development, sustainability and improvement of the digital

environment.
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Box 1. Overview of definitions pertaining to the various domains of health
determinants

Social determinants of health

Originally referred to the social, cultural, political, economic, commercial and
environmental factors that model the conditions in which people are born, grow, work,
live, and age, as well as the broader set of forces and systems that affect the
conditions of daily life.3* In the context of this article, the political and commercial
determinants are considered separately due to the availability of specialized literature
on these constructs.

Political determinants of health

Local, regional, national and transnational norms, policies and practices that emerge
from political interactions across all sectors affecting health. These policies and
practices can comprise all rules that inform or dictate behaviour, ranging from broad
social norms to individual policies (e.g. trade agreements) and practices (e.g.
unregulated activities of transnational corporations).®

Commercial and economic determinants of health

Systems, practices and pathways through which commercial actors influence health
and equity. These determinants capture the complex and often negative links between
the commercial sector and health.5”

Digital determinants of health

Any factor rooted in, contingent on or inextricably linked to the digital world that can
directly or indirectly influence health or well-being. These determinants can change
how health care is delivered to improve health, modify existing relationships between
social, political or commercial determinants and health, or create entirely new ways to
influence individual or population health.28-10
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Box 2. Search strings used to identify determinants of health that have change
or emerged during digitalization of the society

Systematic searches
Medline or Embase

1. (online or digital or virtual or Internet or Al or “artificial intelligence” or telehealth or
telemedicine or ehealth or e-health).ti,ab.

2. Telemedicine/
3.10r2

4. (“social determinant™” or “structural determinant*” or “socioeconomic factor*” or
education or income or poverty or employment or housing or gender or
ethnicity or race).ti,ab.

5. Employment/ or Housing/ or Poverty/ or Income/ or Education/ or Schools/ or
Literacy/ or Socioeconomic Factors/

6. (“commercial determinant*” or ((commercial or corporate) and determinant* and
(health or disease*)) or CDoH).ti,ab.

7. “political determinant*.”ti,ab.

8. (democracy or autocracy or “welfare regime” or “welfare state” or “welfare
capitalism” or politics or “political tradition” or internationality or
globalization).ti,ab.

9. (health or “health service*”).ti,ab.
10.8and 9
11.4or50r6o0r7or10

12. 3 and 11

13. (“systematic review” or “scoping review” or “realist review” or “integrative review”
or “umbrella review”).ti,ab.

14.12 and 13

15. limit 14 to yr="2018 -Current”

16. limit 15 to “remove preprint records”
Web of Science

TS = (online or digital or virtual or Internet or Al or “artificial intelligence” or telehealth
or telemedicine or ehealth or e-health) AND (TS = (“social determinant*” or “structural
determinant®” or “socioeconomic factor*” or education or income or poverty or
employment or housing or gender or ethnicity or race) OR TS = (“commercial
determinant®” or “corporate determinant*” or “political determinant*”)) AND
TS = (“systematic review” or “scoping review” or “realist review” or “integrative review”
or “umbrella review”)

Non-systematic searches
PubMed®

(digital[Title/Abstract] OR online[Title/Abstract] OR virtual[Title/Abstract] OR
internet[Title/Abstract] OR telehealth[Title/Abstract] OR ehealth[Title/Abstract] OR
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Al[Title/Abstract] OR “Artificial Intelligence”[Title/Abstract]) AND (“social determinants
of health”[Title/Abstract] OR SDoH[Title/Abstract] OR “commercial determinants of
health’[Title/Abstract] OR CDoH[Title/Abstract] OR “political determinants of
health’[Title/Abstract] OR PDoH|[Title/Abstract])

Google Scholar

Search 1: “Al” “social determinants of health”

Search 2: “digital” “social determinants of health”
Search 3: “Al” “commercial determinants of health”
Search 4: “digital” “commercial determinants of health”
Search 5: “Al” “political determinants of health”
Search 6: “digital” “political determinants of health”
Search 7: “digital determinants of health”
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Table 1. Overview and glossary of the new and updated definitions of the health determinants in a digital age

Health determinant Definition and relevance to the digital world

Digital domain
Person-specific determinants

Device and software
availability'314.23.37

Internet access and
connectivity'314.23.37-41
Problematic device and
internet use'342-4

Digital self-efficacy,
empowerment, and
altruism'4:38:46

Digital literacy32337-39.47-
50

Use of virtual private
networks?®':52
Cyberbullying#243:53

Attitude towards digital
so|ution323,24,38,39,54,55

Community determinants
Provision of digital
training 14,23,56,57

Data and digital
capacity®®

The availability and ownership of the necessary hardware required to access digital solutions, such as mobile applications, or
to access websites. The complexity of devices can affect how and to what extent different combinations of digital, social,
commercial and political determinants can materialize. For instance, mobile phones, smartphones, tablets, wearables,
computers and cloud-based services vary in their functionalities, offering different ways to access the digital world

Whether individual users have reliable access to high-quality internet, which will be required for many digital solutions to
function or interact with other software

The amount of time spent online can lead to adverse health outcomes. Problematic use of internet, gaming addiction,
problematic online pornography use, cyberbullying, violence and normative body shaming are examples of how the digital
world can adversely affect individual health. Furthermore, increased screen time for children aged 1 year has been associated
with developmental delays in communication and problem-solving at ages 2 and 4 years

The perception that individual and collective problems can be solved through effective and effortless sharing and use of data
and digital solutions, also known as digital confidence

The ability of individual users to find, evaluate and communicate information produced by digital solutions

The ability of digital solutions to operate within virtual private networks providing platforms to access pseudo-anonymized data
in a secure environment

Cyberbullying has negative health effects, which are compounded by the anonymity afforded to propagators. This anonymity
often leads propagators to forget that another physical person is on the receiving end of the harassment, which can magnify the
volume and intensity of the abuse. Unlike traditional bullying, victims of cyberbullying have no safe space to escape, as the
abuse only ends when the aggressor chooses to stop. In cyberbullying, the abuse can theoretically be constant, all hours of the
day, especially when large audiences are involved, leading to exponential spread of abusive messages

The willingness to engage with digital solutions, which can vary between different population groups and depends on the
intended purpose and usability of the solutions. For example, younger populations may be more willing to engage with digital
solutions than elderly populations

Digital training courses can improve digital skills regarding navigating the digital world, safe digital and data practices and
behaviours. These courses can be offered to all users and prospective users of digital solutions, including citizens, patients,
and health workers. Digital training courses have been shown to increase knowledge and performance of health workers and
increase efficiency in the delivery of skills upgrades

Institutions and organizations should build an infrastructure to securely store, analyse and act on the data they collect, while
ensuring the privacy and safety of data sources, such as citizens or patients. Moreover, it is imperative to have adequate
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human resources and capacity to design, develop, implement and sustain digital and data solutions. The workforce must have
sufficient technical expertise to conduct this work
The extent to which digital solutions are adopted within a social or organizational setting can be facilitated with financial and
non-financial incentives. Financial incentives, such as dedicated funding compensation to offset high fixed costs, can partially
remove the financial barriers to embracing digital transformations
The type and extent of information available within a given environment can affect health-related decision-making. For
example, research on antivaccine movements has shown that the spread of mis- and disinformation can have real-world health
effects. A similar effect has been observed with anti-immigration sentiments shared and promoted online, which negatively
affect migrant communities. Conversely, the public health sector can leverage social media and digital marketing to promote
health and disease prevention campaigns, as shown during COVID-19 pandemic when WHO and national governments used
social media to distribute health and safety messages. However, disinformation on social media negatively influences
vaccination coverage and increases the likelihood of negative discussions on vaccines. Social media both expose individuals to
inaccurate health information and harmful content, while offering a platform for public, patient and health professional
interaction, altering the nature and speed of health-care communication. Hyperconnectivity through social media may displace
in-person relationships and healthy behaviours such as physical exercise. Non-factual and misleading information about
COVID-19 vaccination and pervasive anti-vaccine content continue to proliferate on social media platforms. Social media may
also exploit pre-existing behavioural patterns, encouraging individuals to spend considerable time online. As access to digital
technology and content delivery channels increases, individuals are exposed to more information. This exposure might lead to
information fatigue, even when content is high-quality, which may reduce individuals’ attentiveness to any messages they
receive, even important health-related messages
The impact of unconscious perceptions held by digital developers and health workers of an individual’s digital literacy,
technology access, attitudes towards use and willingness to engage with digital tools

Technology-related determinants

Gamification*24369-72

Moderation of harmful
content and
misinformation®4273
Explainability®74-"8

Ambient intelligence#*

Model accuracy and
algorithmic
validation4:38.75.79-82

Videogames often incorporate gambling elements that can jeopardize the health and financial stability of players. In contrast,
videogames are also being deployed to address stress and anxiety or aid in educational delivery

In the digital world, people may be exposed to risky content, such as gambling, violence, social media—based bullying, terrorist
and violent extremists’ content and normative body shaming. Similarly, people tasked with moderation might have poor mental
well-being due to prolonged exposure to specific content and limited workplace support

Al has introduced a shift towards probability-based medicine that is based on statistical interpretation of data, which can blur
transparency and accountability in medicine and public health. Explainability refers to the characteristic of an Al-driven system
allowing a person to explain and to reconstruct the predictions presented by Al technologies

Digital tools and software can benefit the monitoring and management of chronic conditions that require frequent or constant
monitoring (for example, hypertension, diabetes, congestive heart failure or chronic obstructive pulmonary disease) by
improving or enhancing monitoring hardware through digital solutions. Digital tools can also simplify interactions with health and
social services, for example, through online appointment bookings and consultations or recurring electronic prescriptions
Reliability of outcomes and information produced by Al models. The representativeness of the data used to train the Al model
will influence its reliability for the population it is intended to serve. The biases embedded in the data set that an algorithm is
based on (algorithmic bias) can skew how Al affects health and how this effect can differentiate across population groups.
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Personal
customizability?3.55:83

Data and digital
interoperability®2354

Reliance on internet?340

Security settings and
features®

Firewall protection®®

Policy determinants
Al validation,
transparency,
explainability,

accountability and
ethiCSg'74_76‘79’80’86

Data consent policy®#87:88

Privacy and security
p0|i0y13,74,75,86,89—93

Access and sharing
p0|i0y13,74,75,86,89—93
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Algorithms trained on biased data may be less effective, either by being overly sensitive to certain population group or failing to
detect diseases that manifest differently across population groups
Digital tools need to be adjustable to personal needs and preferences to mitigate the risk of excluding individuals from the
digital world. For instance, people with sensory or cognitive impairment might require specially adapted digital interfaces, and
those with poor literacy might need options that are visually easy to interpret and use
The ability of digital tools to communicate and exchange information with other information systems and software, such as
electronic health records or other digital solutions inside and outside of the health-care domain. This ability can be
operationalized using common data standards (for example, ICD, SNOMED-CT, ISO, NUTS and OMOP). Similarly, this
determinant captures how digital solutions or services can fit within a broader digital or organizational ecosystem
Digital solutions that can function for a set amount of time without being connected to the internet can be more suitable in
settings with limited internet access
Functionality of digital solutions which protect patient data, and prevent inappropriate sharing of data with third parties including
for commercial or fraudulent purposes. These features can also function to protect vulnerable groups from harmful digital
exposure, such as parental controls protecting children using digital apps and devices
A firewall, which can be hardware, software or both, is typically used for monitoring the network traffic to allow or block the
traffic using a set of rules. In commonly used packet-filtering firewalls, policy rules are implemented to monitor changes to the
network and preserve the required security level. However, with the rapid increase of devices and the corresponding increase
in policy rules, firewall policy anomalies occur more frequently, putting user data at risk

Health workers frequently adopted an outcomes-based approach to the ethical integration of Al technologies in practice. That
is, if these technologies do more good than harm, they are considered ethical. However, modern medicine is built on
transparency in decision-making, which Al could obscure due to its black-box characteristics, potentially violating medical ethics
and undermining patient trust

The use of appropriate consent protocols for the collection of data in commercial (for example, data tracking in online
advertising), health care or research-focused digital solutions. It is important to consider how consent applies when data from
one context is used within another, such as using commercial or health-care data in research. In health care, these protocols
should ensure that consent is asked where appropriate, without interfering with the delivery of high-quality care

The extent to which an individuals' data are protected from (cyber)security threats or inappropriate sharing of confidential data
either by accident or for commercial purposes. Privacy and security requirements and protocols for personal health data should
be in accordance with legislative or institutional policies, as well as best practices. In Al, it raises the question of how Al can be
trained using sensitive data ensuring privacy and maintaining the confidentiality of the patients or citizens whose data is used
for training purposes

The extent to which individuals are empowered by policy to control the data they share and determine which parties have
access to that data. Access policy should include guidance for data controllers on measures like anonymization or
pseudonymization of electronic data when using health care or commercial data for secondary purposes (for example,
research, public health surveillance and monitoring), as well as the appropriate use of privacy-enhancing technologies
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The extent to which legislation is implemented that aims to address, mitigate or eliminate the spread of mis- and/ or
disinformation in traditional and online media platforms
Digital solutions will be able to trace data utility back to the providing sources and determine of how the created value would be
best shared for public interest. Given the volume and personal nature of data, this ability of tracing poses a unique
consideration for the health-care field

Political, economic, societal and cultural determinants

Public—private—person
partnerships®+96:97

Digital divides®

10,17,54,55,83,98—100

Financial investments
and
Conditions14,23,54,59,89,101

Data governance and
ethiCS8,9,14,38,79,89,92, 102-106

Data culture®

Digital public
infrastructure'#17.23.55.65,10
0,107

Right to scientific
advancement®1%®

Regulatory
mandate23,100,109,1 10

The extent to which public—private partnerships are present in the societal environment and how the perspectives of individual
citizens are included as part of these partnerships, as well as the extent these partnerships are encouraged or obstructed in the
context of digital transformations, including within the health-care system. Public—private partnerships have the potential to
develop novel health technologies, by combining data on population health needs generated in the public sector with the
innovation and manufacturing capabilities of the private sector. Digital technology applications offer opportunities to evolve the
relationship between the private and public sectors in recognition that both are needed to resolve larger challenges
Discrepancies between population groups, regions or countries in access to internet and digital devices; gaps in use due to
different levels of digital literacy and skills; and differences in health outcomes between population groups resulting from the
use of digital technologies

The extent to which and conditions whereupon financial investments are made into digital transformations and what sectors
and societal problems these investments focus on. For example, to what extent financial investments are targeted towards
addressing social determinants of health, prevention, and health promotion versus treatment options that have a high return on
investment, for example oncology or immunology

The way data are operationalized in society. This determinant encompasses a broad range of concepts, such as how individual
data are managed and stored, the extent to which people retain data autonomy, the rights of data subjects and data controllers,
how pooled information from raw data can be made accessible to drive scientific innovation and public health monitoring and
surveillance without compromising data security, the extent to which data is used to generate public value or private profits, and
how big data and sophisticated analytics can be deployed to address societal challenges

A culture of collecting, collating and analysing large volumes of data to predict outcomes in the health care, social, economic or
political contexts such as disease prediction, stock market prediction or prediction of election results

The extent to which the digital public infrastructure, such as broadband, mobile phone reception and hardware, reaches the
entire society without the risk of exclusion. Additionally, the extent to which data is being housed in siloes. A system-wide
approach to application and architecture design that prioritize the development of an integrated and interoperable framework is
generally more effective than a piecemeal approach, which can lead to fragmented and isolated digital tools

The International Covenant on Economic, Social and Cultural Rights is binding and customary international law, which states in
Article 15 that all people have the right to enjoy the benefits of scientific progress (Article 15(1)(b)) and the right to have the
freedom to participate in scientific advancement and innovation (Article 15(3)). The extent to which individuals and policy-
makers are aware of and operationalize this right can influence population health. This right is a positive obligation, meaning
states are required under international law to take steps to ensure its realization

The capacity and ability of health ministries to work across ministries for policy-making, standards-setting, planning
implementation of digital solutions and supportive infrastructure. However, stewardship for health lies with health ministries and
in some country competencies to plan, partly regulate and even implement digital health lies with health ministries. This
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determinant also captures the function of regulatory institutions to monitor the efficacy and safety of the digital world.
Importantly, regulations aimed at the digital world must be strict enough to protect patients and citizens, yet agile enough to
incentivize further development of digital innovations across sectors. This determinant also includes the ability to create
environments where implementers and regulators can safely explore regulatory, implementation and delivery mechanisms of
the digital world, allowing them to collaboratively navigate and understand these complexities

Person-specific determinants

Health literacy®37""

Education level®'":112
Race and/or
ethnicity13,23,59,1 13,114
Housing'34°

Migration status®6-115-119

Legal identity'20-122

Health and disability
status?9.5559.112,123

Employment status®124-
127

Sex59.123,128

Science literacy22130

AgeS,9,13,17,23,46,59,1 12,131,132

The ability to obtain, read, understand and use health-care information to make appropriate and informed health decisions is
increasingly becoming a core skill for health-related information on the internet. Digital interventions could potentially improve
knowledge, attitudes, empathy and decrease stigma regarding people struggling with ill health

Individuals’ education level is highly correlated with their digital literacy and health literacy

Technology and internet use patterns differ by race and/or ethnicity, which can limit ability to maximize benefits from digital
health solutions

Stable housing is essential for consistent access to the digital world, as well as for receiving necessary hardware to access
specific digital solutions, such as tablets sent to a person’s home for the duration of their treatment

Migrants are affected by social inequalities and often encounter experiences during the migration process that put their
physical, mental and social well-being at risk. They often face poverty and social exclusion, which negatively influences their
health. Migrants’ health is also largely determined by the availability, accessibility, acceptability, and quality of services in the
host environment. Digital technologies can be essential for refugees to claim their rights, such as the right of information and
expression, the right to cultural identity maintenance, and the right to protection, citizenship and well-being in the host country
Traditionally, the transaction of, for instance, money or data, did not require a person to have a single, formal identity and using
multiple names was acceptable unless fraud was involved. However, in the digital era, this scenario has shifted. Transactions
that used to be face-to-face, often with a background of personal familiarity, are now conducted remotely through technology.
This shift in transaction methods has emphasized the importance of identity, especially digital identity. Furthermore, the lack of
a legal identity can be a critical barrier to accessing digital technologies

People living with disabilities often face greater barriers to accessing the internet, while those experiencing poor physical or
mental health, or psychological distress tend to more intensely and frequently use the internet

Unemployed populations have lower levels of digital literacy as baseline digital literacy is often required for many jobs. The
digital world also gave rise to novel forms of employment (e.g. gig workers or digital platform workers)

Males tend to be at a higher predisposition of problematic internet use than females. Females can experience more structural
barriers to access the digital world depending on their location and social and cultural environment

A scientifically literate population relies on evidence to evaluate the quality of information. In the digital era, science literacy can
be understood as including three dimensions that span the lifecycle of science information: (i) civic science literacy, which
involves understanding how science is produced and how it relates to broader society; (ii) digital media science literacy, which
focuses on how scientific information appears and circulates through media systems; and (iii) cognitive science literacy, which
pertains to how people interpret science information they come across

Younger people have better access to the digital world and more sophisticated digital skills
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Social skills*3123
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Social support!323.39:81
Organizational culture?®®
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Urban populations have greater access to health-care services and internet coverage, making them less vulnerable to digital
health exclusion, which is more commonly experienced in rural populations
People with sedentary lifestyle tend to be more frequent user of internet
Access to sufficient high-quality health-care and social services in one’s vicinity is a key determinant of health. In the digital
age, one need to determine how much these services rely on digital technologies and how they accommodate population
groups that are less digitally skilled or willing to use
Online shopping and online food purchasing have created new options for people to ascertain their food security
Impulsivity is characterized by failure in inhibiting potentially risky impulses for the individual or their surroundings. Impulsive
people have a predisposition for problematic internet use. Conversely, people having a problematic internet use tend to display
poorer levels of impulse control
Social skills refer to a person’s ability to interact with others in their environment. People with higher social skills tend to exhibit
lower levels of problematic internet use, while lonely people are more like to experience it
Emotional regulation involves the processes of monitoring, evaluating and modifying emotional reactions. People with poorer
emotional regulation skills are more prone to problematic internet use. More hostile adolescents also showed a predisposition
for problematic internet use
People with minority gender identities may rely on participating in society online, such as in education and employment, to
decrease the risk of discrimination and harassment. Conversely, these population groups are at major risk of cyber-harassment
due to their gender identity

Peer-to-peer support for patients and health workers can improve digital literacy and motivation to maximize use of digital
solutions. However, social networks and support systems might be weaker among disadvantaged groups. Social support can
also be found through online communities of digitality literate populations

A supportive organizational culture fostered by strong and committed leadership can influence the uptake of digital solutions
within health-care settings

The ability to easily integrate digital solutions within pre-existing workflows without requiring large scale changes can maximize
uptake and usage of such solutions

A risk-averse environment may resist change, hindering the introduction of digital technologies. Conversely, approval from the
institutional or social environment can be an important indicator of the uptake and use of digital technologies

Efforts by digital developers and purchasers to facilitate participation of users during implementations can maximize uptake and
use of digital solutions. Examples including involving patients and health workers in implementation strategies for electronic
health records

Technology-related determinants

Inclusive
design23,48,54,55,59,75,83,1 13,13

6-138

Involvement of a wide range of end-users within the development and implementation of digital solutions can improve the
usability of digital interfaces and acceptability among different populations. Digital tools should be co-designed and co-
implemented in collaboration with end-users to maximize the likelihood of their uptake by the relevant stakeholders, with the
recognition that engagement might differ across population groups in different countries. However, this approach is scarcely
used in the context of Al. The approach also ensures that the characteristics of the existing system are considered in the
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and
development8,17,59,149—151
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implementation process, and that the implementation is understood by people of multiple skill levels that operate within the
organization
The design of digital solutions should conform to sector-specific guidelines and protocols to ensure that the digital solution is
based on the best practices of the respective sector, for example, clinical guidelines in health care

The organization of employment has been slowly shifting over the last two decades with job applications almost exclusively
being available online. During COVID-19, many sectors were also forced to migrate to the digital space to remain operational
during national restrictions. Novel employment opportunities have also emerged, such as digital platform work that are
dependent on having digital devices to conduct the work. Prospectively, technology adoption will remain a key driver of
business transformation. Big data, cloud computing and Al are among the most likely technologies to be adopted, leading to
considerable changes in the employment market

The prioritization of digitization within national and regional health policy and planning has considerable influences on access to
and dissemination of digital health solutions, such as electronic health records and medical devices. Many countries have
national digital health strategies to facilitate objectives surrounding the implementation of digital technologies in the health
sector. However, a major bottleneck in digital health transformation is the development of reimbursement and financing
mechanisms and the delayed inclusion of digital health in insurance policies. When digital health is included in insurance
coverage, usage tends to increase. For example, at the start of the COVID-19 pandemic, digital health usage among Medicare
recipients in the United States increased from approximately 13 000 virtual visits per week before the public health emergency
was declared to nearly 1700 000 virtual visits in the last week of April 2020. For example, at the start of the COVID-19
pandemic, digital health usage among Medicare recipients in the United States increased from approximately 13 000 virtual
visits per week before the public health emergency was declared to nearly 1 700 000 virtual visits in the last week of April
2020."42

Curricula can include digital skills training that positively affects the digital determinants of health. However, there is a risk that
such training may exacerbate digital exclusion if it does not consider individuals with special educational needs. Digital learning
facilitates just-in-time learning, puts the student in charge of his/her learning process and enhances time efficiency.
Nevertheless, the lack of social interaction with peers and teachers is not easily overcome by using digital communication
channels, such as internet forums and email

The extent to which greening digital practices are integrated within urban planning. Examples include providing facilities and
platforms for recycling of digital health wearables, robotics and devices, as well as implementing regulations to reduce the
environmental impact of data centres and servers. When doing so, it is important to ensure that the needs of rural communities
are considered and that policies and actions are not limited to urban settings, because rural communities experience more
barriers in accessing the digital world

Political, economic, societal and cultural determinants

Cultural and social
norms and values?®38:5459

Religion5?

Social norms and values are the set of beliefs and philosophies that affect who develops digital tools, what is developed, how it
is used and who it is used by. These development considerations are influenced by whether there is a culture of data justice
and equity that provides citizens with confidence that data is used to improve societal well-being

Certain religious communities foster fear of potential negative consequences of digital solutions and internet use, resulting in
limited or restricted access to such solutions and mobile devices
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Populations from more deprived groups experience several barriers to accessing digital health solutions including lower levels
of digital literacy, reduced internet access and fewer resources to purchase medical devices or to fund subscription costs
domain

The knowledge and skills needed to make informed financial decisions and navigate effectively in the financial system. The
digital world has provided novel ways for people to interact with the financial market, such as online exchanges and digital
currencies

Consumers’ ability to perform consumption-related tasks within a specific market context. Consumers who rank low on digital
literacy may not locate, assess and digest the online information necessary for making a decision. Modern consumers interact
online, provide consumer feedback and create content regarding their consumption, which also requires a certain level of digital
literacy

Achieving a state where financial resources are well-managed and effective budget allocation decision are made. The stability
can be jeopardized by direct-to-consumer marketing or nudging towards financially risky behaviours, such as online gambling
The proliferation of digital financial services, for example mobile banking apps or mobile-only banks, can reshape access for
population groups, particularly in regions where traditional financial services are limited or unavailable

Tendency to invest in digital health technologies from web-based sources, affecting overall individual spending on health care
and the availability and distribution of digital health products

The processes of manufacturing and distributing goods and its implications on market penetration. Issues with the supply-chain
can lead to inconsistent access to digital solutions or medical devices. Similarly, digital transformations can give rise to new
opportunities for illicit goods to penetrate the market

The way corporations organize their internal governance structure, how disclosure practices have changed in the digital era,
how shareholders are engaged through digital technologies, and how fundraising practices have evolved through digital
technologies

Enterprise architecture is a framework of principles, methods and models used to design and realize an organization’s business
process, information systems and digital infrastructure. Often described as a master plan, it provides a holistic view, addressing
complexity management through standardization and consolidation. The plan also provides transparency by simplifying the
organizational structure and internal interactions

The extent and reach of a company's efforts to capture a specific target audience and address the needs and preferences of
customers. Additionally, this coverage refers to the implementation of a digital health strategy across a wider population,
opposed to fragmented adoption within the health-care system

The extent to which people are dependent on technology for various aspects of their daily life, for example to shop for
essentials, for banking purposes, to complete tasks related to employment or to communicate with their social networks

Harmful and unsupportive work conditions that can negatively affect employees' physical and mental well-being. The rise of

remote work in the digital age has resulted to more sedentary habits, increased isolation, but it also increased flexibility in
working hours and location, reduced commuting and decreased the carbon footprint
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Practices to ensure the responsible disposal of electronic equipment and materials to mitigate potential adverse effects of
electronic waste on the environment and public health
Practices to facilitate the transition to future state where digital technologies are embedded into processes and operations

Waste management®

Change
management'%8.160
Scientific practices® Digital developers who manipulate the scientific process to produce favourable outcomes of their digital solutions can
negatively affect health outcomes. Conversely, digital developers who adhere to professional standards in research and
evaluation can positively affect health outcomes. Additionally, aiming for inclusive and representative trials across population
groups ensures that digital solutions are not disproportionately tailored to one subgroup of the population
Reputational Digital developers who achieve and maintain high levels legitimacy and credibility will find it easier to promote uptake and
management® usage of digital solutions among the public and health workers
Technology-related determinants
Product design A product design philosophy reflects the values guiding the development of a digital health technology, such as patient-
philosophy®’ centeredness, user friendliness, effectiveness and safety. The design of social media applications, including its addictive
features, is often driven by profit maximization at the expense of public mental health, particularly among young people
Actions taken by a corporation to make positive contributions to society beyond their economic objectives, often with the
intention of enhancing the company's public perception
The digital era created new possibilities to disseminate products and services that can adversely affect individual and
population health. Notable examples includes online sales of alcohol, drugs, counterfeit medicine and largely unchecked
availability of pornography

Corporate social
responsibility'®’
Online health-harming

goods and service
retail8’42’45’155

Dark commercial
patterns 62163

Targeted marketing and
nudgingﬁ,8,42,43,163—166

Policy determinants
Service provision'®”

Intellectual property and
patent policy'®!
Regulation of market
and marketing strategies
for digital contexts'64167
Economic and financial
policies®

Business practices employing elements of digital choice architecture that subvert consumer decision-making, for example,
pressuring a purchase with a fake countdown timer, have risen especially since the COVID-19 pandemic

The ability of manufacturers to directly sell to consumers affects health outcomes and health equity. Moreover, it raises ethical
dilemmas, including concerns about data security and information accuracy. Marketing practices can drive demand for products
and practices harmful to health while also exaggerating structural inequalities by targeting specific geographical areas and
vulnerable population subgroups

The provision of the technology, along with necessary support, maintenance and ongoing assistance to ensure successful
adoption and use of the digital health solutions

Protection granting creators exclusive rights to use and distribute their inventions. This protection has implications on
innovation, market coverage and availability of new products

Policy action targeting industries can help curbing marketing efforts by private companies, which may adversely affect health if
left unchecked

Policy action, such as regulating advertising and enforcing legal age limits, can help reduce or remove addictive and harmful
content that exploits on commercial instincts, such as online gambling

Political, economic, societal and cultural determinants

News and media6416%

Influence of news and (social) media on health is twofold: (i) public health initiatives can use digital channels to share health
education, implement behavioural interventions, monitor disease outbreaks and expand the reach public health efforts; and
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(i) the nature of social media platforms creates a conflict of interest between profit and public health. Social media is supported
by advertisement seeking to modify behaviour, sometimes promoting harmful practices
The growing use of digital health solutions has considerable negative impacts on long-term environmental sustainability. The
production and disposal of wearable technologies, robotics and devices can cause environmental degradation. Large servers
storing data and telehealth communication centres require substantial energy. Negative environmental impacts can ultimately
affect health through lack of access to clean spaces and increasing climate change
Commercial influence refers to the power of business over public opinion, market dynamics and consumer behaviour, which
has increased considerably through the ability of businesses to interact directly with a wide audience through digital channels
The extent to which the provision or financing of digital solutions and the systems in which they operate are perceived as a
public good versus a product created for maximizing profits by private corporations
Allocation of financial resources and investment into the development of digital health technologies with the expectation of a
return of investment
The process of influencing choices in policy-making by shaping preferences or inducing uncertainty regarding potentially
harmful actions. Lobbying can influence how digital solutions are perceived by society, regulated, reimbursed and implemented
Economic stability or instability affects investment, spending budgets and allocation for funds on digital health technologies,
which directly influence market penetration of these products
The level of internationalization in the trade of digital goods, leading to increased demand and regulations, such as trade
agreements, tariffs, quotas, supply chains and market access, influences the global dissemination of various digital solutions

Degree to which economic activities and policies are influenced by and in turn influence political decisions and power dynamics
on a global scale, including foreign investment, international finance, labour migration, cultural exchange and the role of
multinational corporations. The political economy can also influence the global dissemination of different digital solutions

Person-specific determinants

Civic literacy*®

Epistemic competence'??

Community determinants
Political
messaging® 166171
Ownership of
technology?9:149.169
Political engagement
and agenda setting'™?

The degree to which an individual possesses the skills and knowledge to participate in public deliberation through the digital
world

The extent to which an individual can critically evaluate, suggest solutions and effectively communicate regarding public policy
changes and development, including the field of digital transformations. This competence also influence their sensitive to false
equivalences and political or commercial pressure

The communication efforts of political parties or organizations in getting their messages across or framing issues to gain trust or
alignment with a particular stance

The extent to which ownership of data or technology is held by private business as opposed to governed by the state and its
implications on prevailing ideas, priorities and initiatives in global public health

The extent to which the technology enhance political engagement and increase of civil society’s involvement in decision-
making processes. Similarly, the extent to which patient communities or networks are engaged in advocating for the
development of digital aspects of society
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Regional networks are ensconced in the WHO Global Strategy for Digital Health 2020-2025 and positioned between global
frameworks and country initiatives. These networks serve as platforms for knowledge exchange and resource sharing, allowing
countries, often working in isolation, to collaborate and agree on common frameworks, such as data interoperability for COVID-
19 or digital certification for security
The extent to which historically excluded groups, such as young people, people living with disability or chronic conditions,
people from minority gender, sexual or ethnic groups, are integrated in the political decision-making process. They must have
the opportunity to participate in decisions that affect their futures, including the design and governance of digital approaches
and other data-driven services
The unequal distribution of power among decision-making bodies, both directly and indirectly related to public health. In digital
transformations, this power largely lies in controlling the public narrative, which has largely focused on the positive potential of
digital transformations, while the associated risks remain underdiscussed

Technology-related determinants

Political biases'®®

Extension of public
space?

Policy determinants
Governance of
commercial
market86,9,174,175
Defence, security and
justice”ﬁ”"

Political influence on
campaigns'’®
Commoadification and
product-focus of science
and technology'%?

The degree to which political controversial stances such as gender-affirming care, abortion, contraceptives and vaccination, are
incorporated or omitted from digital health solutions

Digital platforms provide spaces for people across the world to connect, deliberate and support each other, exchange thoughts
and ideas, and carry out policy dialogues

Commercial markets in different sectors cannot be addressed using a single set of policies. As such, sector-specific policies are
vital to ensure that digital markets in various sectors do not, or minimally, adversely affect individual health

Cybersecurity threats are becoming increasingly common and costly, making robust cybersecurity policies and strategies
essential for providing a high-level protective layer for the health and safety of citizens in the digital world. Similarly, policy
should enable the use of data and digital technologies to benefit individuals, communities and societies

The degree to which electoral considerations influence the agenda-setting and implementation of digital health policies

By overemphasizing the need for science and technology to yield products and commodities, political power can become
concentrated, leading to a neglect of the normative, structural, systemic and historical dimensions of governance. This product-
focused framing of technology and innovation can, for example, promote a paradigm that advocates for the infinite growth of
digital transformations, an unstainable approach in a world with finite resources

Political, economic, societal and cultural determinants

Digitalization
agenda9,13,23,55
Geopolitical landscape,
competition and
collaboration49:159.171
Scientific autonomy and
independence'™®

A political systems' belief in the role of digital health technology to improve health outcomes and optimize resources utilization
within a health-care system

The potential shift of global power dynamics towards entities with data control or digital technology market dominance might
influence implementation and impact of new technologies. For example, implementation of digital technologies in Africa funded
by Meta are equally gatekept by Meta

The level to which institutions retain their scientific autonomy while avoiding political and commercial influences. This idea is
closely linked to the inherent uncertainties of science and the public's ability to understand these concepts. Scientific
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independence has been threatened by partisan political interference aimed at gaining voter confidence, underscoring the
importance of education to promote societal understanding of science and scientific principles
The policies in place aimed at defining accountability and transparency requirements for the (digital) actions of parties with
commercial interests

Coalitions between local and national governments, relevant ministries, organizations, health equity groups and other political
actors, along with their lobbying efforts, voter engagement and turnout, can exert pressure on decision-makers to prioritize
digital transformation items on the political agenda. Conversely, depending on their stakeholder position, these groups can also
generate pressure to keep digital transformation items off the political agenda. This determinant also captures the ability of
local governments to achieve their objectives given the available capacity and resources

Civic-oriented digital technologies, such as online dialogues and citizen consultations or open government data, can improve
public participation in democratic and decision-making processes. These technologies are increasingly seen as enablers of
improved public policy and service delivery

The extent to which political institutions or actions, particularly in budget allocation and prioritization, have led to unequal
distribution of digital health resources. Decisions about infrastructure, funding and health policy have a major impact on health
outcomes

The extent to which political decisions are influenced by the interests of for-profit business through lobbying, marketing or trade
agreements can negatively impact health. This bias happens when policy-makers prioritize digital developers with promising
financial prospects over those focused on population health and societal well-being

Extent to which digital technologies are leveraged in the operations and management of governmental procedures

The extent to which decision-makers can discern the varying levels, degrees and trustworthiness of evidence when drafting
policies on digital technologies. They must be aware of false equivalences, a flawed reasoning where equal weight is given to
arguments backed by concrete evidence, and those that are conjecture, untrue or unjust

Al: artificial intelligence; COVID-19: coronavirus disease 2019; ICD: International Statistical Classification of Diseases and Related Health Problems; ISO:
International Organization for Standardization; NUTS: Nomenclature des Unités territoriales statistiques; OMOP: Observational Medical Outcomes
Partnership; SNOMED-CT: Systematized Medical Nomenclature for Medicine—Clinical Terminology; WHO: World Health Organization.
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Table 2. High urgency health determinants in a digital age ranked by consensus

Digital ecosystem domain, societal Median Urgency
category, health determinant (IQR) % (no. of respondents/total Consensus
respondents)? round

Digital domain
Person-specific determinants

Internet access and connectivity 5(1) 86.11 (31/36) Round 1

Device and software availability 4 (1) 81.82 (27/33) Round 2

Digital literacy 4 (1) 80.56 (29/36) Round 1
Community determinants

Data and digital capacity 4 (1) 80.00 (28/35) Round 1
Technology-related determinants

Moderation of harmful content and 4 (1) 88.57 (31/35) Round 1

misinformation

Model accuracy and algorithmic validation 5(1) 80.00 (28/35) Round 1

Data and digital interoperability 5(11) 91.43 (32/35) Round 1

Explainability 4 (1) 93.75 (30/32) Round 2

Security settings and features 4(1) 90.62 (29/32) Round 2
Policy determinants

Al validation, transparency, explainability, 5(1) 91.43 (32/35) Round 1

accountability and ethics

Privacy and security policy 4 (1) 80.00 (28/35) Round 1

Access and sharing policy 4 (1) 82.86 (29/35) Round 1

Data consent policy 5(1) 87.50 (28/32) Round 2

Mis- and/or disinformation policy 4 (1) 80.00 (28/35) Round 1

Outcomes, utility and value sharing 4 (1) 84.38 (27/32) Round 2
Political, economic, societal and cultural determinants

Digital divides 4 (1) 94.29 (33/35) Round 1

Data governance and ethics 5(1) 85.71 (30/35) Round 1

Data culture 4 (1) 81.25 (26/32) Round 2

Regulatory mandate 4 (0) 90.62 (29/32) Round 2

Digital public infrastructure 4 (1) 91.43 (32/35) Round 1

Social domain
Person-specific determinants

Access to health and social services 5(1) 81.08 (30/37) Round 1

Health and disability status 4 (1) 93.94 (31/33) Round 2
Technology-related determinants

Inclusive design 4 (1) 81.25 (26/32) Round 2

Good practice design 4 (0) 87.50 (28/32) Round 2
Policy determinants

Health and social care policy 5(1) 85.71 (30/35) Round 1
Political, economic, societal and cultural determinants

Socioeconomic inequalities 4 (0) 90.62 (29/32) Round 2

Political domain
Community determinants

Ownership of technology 4 (0) 81.25 (26/32) Round 2
Political, economic, societal and cultural determinants

Digitalization agenda 4 (0) 84.38 (27/32) Round 2

Accountability and transparency of 5(1) 84.38 (27/32) Round 2

commercial interests

Open and transparent decision-making 4 (1) 93.75 (30/32) Round 2

IQR: interquartile range.

a Urgency percentage was defined as the combined proportion of 4 (urgent) and 5 (very urgent) ratings.
Incomplete responses were included in these results.
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Fig. 1. Flowchart outlining the selection of article on determinants of health in the
digital age
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Fig. 2. Conceptual framework on the digital determinants of health
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Fig. 3. Urgency rating of health determinants in the digital age, by health
determinant domain
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Note: Authors and contributors rated health determinants identified through a scooping review in two rounds.
In the first round, all 127 identified determinants were rated as high, moderate or low. In the second round,
only determinants rated as moderate in first round was re-evaluated.
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