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Collaboratory Terms and Conditions of Use 

Collaboratory is an initiative of the World Health Organization Hub for Pandemic and Epidemic 

Intelligence (“WHO”) with a digital environment where the pandemic and epidemic intelligence 

community and communities of practice can convene to address critical challenges that affect the 

way data is accessed, analysed, visualized, and communicated for better pandemic and epidemic 

policy and response decision making.   

 
Unless stated otherwise, all terms apply across the entire Collaboratory Digital Environment. 
 

I. User Identity and Access Management 

 

Access to the Collaboratory digital environment is limited to registered Users (“You”) normally 

representing practitioners in the pandemic and epidemic intelligence area.  
 

You must create and log into your user account to use some features of the Collaboratory digital 

environment. To create an account, You must provide some information about yourself. 
• You must be at least thirteen (13) years old to use any component of the Collaboratory 

digital environment. If WHO learns that You are under the age of 13, WHO will terminate 

Your User Account immediately. 

• If You create an account, You agree to provide, at a minimum, a valid e-mail address, and to 

keep that address up-to-date. 

• You agree to be responsible for all actions taken using your account, whether authorized 

by You or not, until You either close your account or notify WHO that your account has been 

compromised.  

• You agree to notify WHO by e-mailing collaboratory@who.int immediately if You suspect 

your account has been compromised. 

• You agree to select a secure password for your account and keep it secret. 

 

You may close your account at any time by sending a request to collaboratory@who.int. 

 

II. Digital Environment 

 

Access to Collaboratory Digital Environment (“the Digital Environment”) is limited to registered 

Users (“You”) normally representing practitioners in the pandemic and epidemic intelligence area. 

The Digital Environment consists of (a)webpages that help to navigate the Digital Environment, (b) 

a digital space for Communities of Practice via thematically organized discussion boards and (c) 

platform for hosting code repositories via Github.  Unless otherwise stated, the following sections 

apply to all elements of the Digital Environment.  

 

You must log into your User account to use the features of the Digital Environment. 

 

II.A.  Your Permissions to Use the Digital Environment 

https://docs.github.com/en/site-policy/github-terms/github-terms-of-service#l-cancellation-and-termination
https://docs.github.com/en/site-policy/github-terms/github-terms-of-service#l-cancellation-and-termination
mailto:collaboratory@who.int
mailto:collaboratory@who.int
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Subject to these terms, WHO gives You permission to use the Digital Environment. Everyone needs 

to agree to these terms to use the Digital Environment. By registering to Collaboratory, You accept 

and agree to these terms and conditions of use with WHO. Your access to the Digital Environment 

may be revoked at any time, at the discretion of WHO. 

 

 

II.B. Acceptable Use of the Digital Environment 

The following section outlines the Acceptable Use Policy (AUP) for use of resources in the 

Digital Environment to ensure the security, reliability, and privacy of Collaboratory digital 

environment resources and users' data. This Acceptable Use Policy applies to all digital activities 

undertaken by You while using the Digital Environment and its resources.  

 

II.B.1. Compliance with Laws and Regulations 

• You may not break any applicable laws, including copyright or trademark laws, 

export control or sanctions laws, or other laws in your jurisdiction.  

• You are responsible for using the Digital Environment in compliance with all 

applicable laws, regulations, and this Acceptable Use Policy. 

 

II.B.2. User Protection and Safety 

WHO collects personal information about You linked to the use of the Digital 

Environment such as, but not limited to username, email address and user activity. WHO 

reserves the right to use this information internally, including but not limited to research 

purposes, quality assurance and correspondence with You as per The World Health 

Organization's Personal Data Protection Policy. 

• You may not engage in unlawful and/or illegal activities in the Digital 

Environment.  

• You may not use the Digital Environment for unauthorized commercial 

activities. You may not buy, sell, or otherwise trade in User names or other 

unique identifiers on the Digital Environment. 

• You may not attempt to access User data or accounts in the Digital 

Environment for which you do not have authorization. 

• You may not misuse personal information of any user of the Digital 

Environment. If You collect any personal information from the Digital 

Environment, You agree that You will only use that personal information for the 

purpose for which that User has authorized it. You agree that You will 

reasonably secure any personal information You have gathered from the Digital 

Environment, and You will respond promptly to complaints, removal requests 

and “do not contact” from WHO or other Users. 

• You may not send advertisements, chain letters, or other solicitations through 

the Digital Environment, or use the Digital Environment to gather addresses or 

other personal data for commercial mailing lists or databases. 

• You may not use the Digital Environment to send e-mail to distribution lists, 

newsgroups, or group mail aliases. 

https://www.who.int/publications/m/item/who-personal-data-protection-policy
https://www.who.int/publications/m/item/who-personal-data-protection-policy
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• You may not disable, avoid, or circumvent any security or access restrictions of 

the Digital Environment. 

• You may not automate access to the Digital Environment, or monitor the Digital 

Environment, such as with a web crawler, browser plug-in or add-on, or other 

computer program that is not a web browser. 

• You may not engage in activity that significantly harms other Users. 
• You may not encourage or help anyone in violation of these terms.  

 
II.B.3. Intellectual Property, Authenticity, and Private Information 

WHO exercises copyright over its information to make sure that it is used in 

accordance with the Organization's principles. Extracts of WHO information can be used for 

private study or for educational purposes without permission. Wider use requires 

permission to be obtained from WHO. 

 

All contributions shared in the Digital Environment, including multimedia, data 
sets, models, and unpublished research, are the intellectual property of their respective 

authors unless otherwise stated.    

 

The appearance of data in the Digital Environment does not imply that the data is 

free to use for all purposes. 

• You are responsible for communicating the license and authorship information 

attached to any data that You share in the Digital Environment.  

• You may not infringe any proprietary right of any party, including patent, 

trademark, trade secret, copyright, right of publicity, or other right 

• You may not remove any marks showing proprietary ownership from materials 

You download from and/or screenshot in the Digital Environment. 

• You may not misrepresent your identity or your association with another 

person or organization in the Digital Environment. 

• You may not falsely imply in the Digital Environment that You are endorsed by 

WHO or any other organization. 

• You may not use or try to use another’s User account in the Digital 

Environment without their specific permission. 

• You may not violate the privacy of any third party, such as by posting another 

person's personal information shared in the Digital Environment without 

consent. 

 
II.B.4. Spam and Inauthentic Activity 

• You may not use the Digital Environment for automated excessive bulk activity and 

coordinated inauthentic activity, such as spamming and/or solicitation. 

• You may not use the Digital Environment for any form of excessive automated bulk 

activity, to place undue burden on WHO infrastructure through automated means, 

or to relay any form of unsolicited advertising or solicitation through WHO 

infrastructure. 

https://docs.github.com/en/site-policy/acceptable-use-policies/github-doxxing-and-invasion-of-privacy
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• You may not use the Digital Environment for inauthentic interactions, such as fake 

accounts and automated inauthentic activity. 

• You may not engage in phishing or attempted phishing. 

 

II.B.5. Site Access and Safety 

All or any portion of the Digital Environment may not be available and may not 

function properly at any time. WHO makes reasonable efforts to avoid technological 

problems, but at any time the Digital Environment may have and may cause technological 

problems such as viruses and other damaging computer programming routines or engines. 

WHO takes reasonable security precautions but WHO disclaims liability for any 

interception of data. 

 

WHO makes reasonable efforts to ensure that the Digital Environment is secure, 

but WHO does not guarantee its security. WHO is not responsible for any damage or injury 

caused by the performance or failure of performance of all or any portion of the Digital 

Environment. WHO is not liable for any defects, delays or errors in or resulting from your 

use of the Digital Environment. 

• You may not show any part of the Digital Environment on other websites 

with  <iframe>. 

• You may not strain the infrastructure of the Digital Environment with an unreasonable 

volume of requests, or requests designed to impose an unreasonable load on 

information systems underlying the Digital Environment. 

• You may not support unlawful active attacks or malware campaigns that are causing 

technical harms such as using the Digital Environment to deliver malicious executables 

or as attack infrastructure, for example by organizing denial of service attacks or 

managing command and control servers. 

• You may not use WHO servers to disrupt or to attempt to disrupt, or to gain or to 

attempt to gain unauthorized access to, any service, device, data, account or network.  

 

II.C. Content standards of the Digital Environment 

Nothing in these terms gives WHO any ownership rights in intellectual property that You 

share with the Digital Environment, such as Your account and user profile information, data, code 

snippets, documents in posts, or any other content You submit to the Digital Environment.  

 

Nothing in these terms gives You any ownership rights in the WHO’s intellectual property, 

either. 

 

Between You and WHO, You remain solely responsible for content You submit to the Digital 

Environment. You own content You create, but You allow WHO certain rights to it, so that WHO can 

display and share the content You post. You still have control over Your content, and responsibility 

for it, and the rights You grant WHO are limited to those WHO needs to provide the service of the 

Digital Environment.  
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When content You submit is removed from the Digital Environment, whether by You or by 

WHO, WHO’s special license ends when the last copy disappears from the WHO’s backups, caches, 

and other systems. Other licenses You apply to content you submit may continue after Your 

content is removed. Those licenses may give others, or WHO itself, the right to share Your content 

through the Digital Environment again. 

 

Others who receive content You submit to the Digital Environment may violate the terms 

on which You license Your content. You agree that WHO will not be liable to You for those violations 

or their consequences. 

 

Through the Digital Environment, You may have the ability to access and/or use content 

provided by other Users, including user postings and/or other third parties. Sources that 

contribute to the platform contain publicly available information e.g. news feeds. The views 

expressed in such User and/or third-party content do not necessarily represent the decision or the 

stated policy of WHO.  

 

WHO cannot guarantee that such third-party content will be free of material You may find 

objectionable or otherwise inappropriate or of malware or other contaminants that may harm 

your computer, mobile device, or any files therein. WHO disclaims any responsibility or liability 

related to your access or use of such third-party content, and is not responsible for the accuracy, 

usefulness, reliability or intellectual property rights of such third-party material, including user 

content. 

 

WHO makes no warranties or representations that the information contained in the Digital 

Environment, or sources reached via links or references, is complete and correct and shall not be 

liable whatsoever for any damages incurred as a result of its use. 

 

The Digital Environment may contain links to other Internet pages. With regard to these 

third-party websites, WHO has no control whatsoever over the content of the linked pages. WHO 

therefore shall not be held responsible whatsoever for the accuracy or content of a page to be 

reached via such a link and shall not be held liable for any damages arising from its use. The 

presence of any resource or external link on the Digital Environment does not imply that the 

resource, or its author or entity, is endorsed or recommended by WHO. 

• You understand and acknowledge that You may be exposed to third party material, 

including user postings, that is inaccurate, offensive, defamatory, indecent, or 

objectionable and You waive any rights or remedies You have or may have against WHO in 

respect thereto. 

• You agree not to wrongly imply that content You submit to the Digital Environment is 

sponsored or approved by WHO.  

• You may not submit content to the Digital Environment that is unlawful, promotes 

unlawful activities, infringes anyone’s intellectual property rights, violates anyone’s 

privacy, or breaches agreements You have with others. 
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• You may not submit content to the Digital Environment that is illegal, offensive, or 

otherwise harmful to others. This includes content that is harassing, inappropriate, or 

abusive. 

• You may not submit content to the Digital Environment that is off-topic, unprofessional, or 

otherwise disruptive to civilized discourse of the Digital Environment. 

• You may not submit content to the Digital Environment containing malicious computer 

code, such as computer viruses or spyware. 

• You may not submit content to the Digital Environment as a mere placeholder, to hold a 

particular address, User name, or other unique identifier. 

• You may not submit content to the Digital Environment that is sexually obscene or relates 

to sexual exploitation or abuse, including of minors. 

• You may not submit content to the Digital Environment that is libelous, defamatory, or 

fraudulent. 

• You may not submit content to the Digital Environment that harasses or abuses another 

individual or group. 

• You may not submit content to the Digital Environment that is discriminatory or 

abusive toward any individual or group. 

• You may not submit content to the Digital Environment that threatens or incites 

violence toward any individual or group, especially on the basis of who they are. 

• You may not submit content to the Digital Environment that gratuitously depicts or 

glorifies violence, including violent images. 

• You may not submit content to the Digital Environment that is false, inaccurate, or 

intentionally deceptive information and likely to adversely affect the public interest 

(including health, safety, election integrity, and civic participation). 

• You may not use the Digital Environment to disclose information that you don’t have the 

right to disclose, like others’ confidential or personal information. 

 

As the Digital Environment is restricted (non-public) for registered Users, information from 

it cannot be linked to other public websites. If you want to reproduce any information on the 

Digital Environment, to share on a public or closed website, please request permission with a 

description of your intended use to collaboratory@who.int. 

 

WHO has no obligation to monitor or moderate information provided in the Digital 

Environment or shared between Users. However, WHO reserves the right to review User content 

and to exercise its sole discretion to edit or remove, in whole or in part, any User content at any 

time and for any reason.  

 

Without limiting the foregoing, upon receiving notice from a User or a content owner that 

identified content allegedly does not conform to these terms, WHO may investigate the allegation 

and determine, in its sole discretion, whether to remove the identified content, which it reserves 

the right to do at any time and without notice. If You believe someone has submitted content to 

the Digital Environment in violation of the law or these terms, flag the post in the Digital 

Environment for moderator attention or e-mail us immediately at collaboratory@who.int. 

https://docs.github.com/en/site-policy/acceptable-use-policies/github-sexually-obscene-content
https://docs.github.com/en/site-policy/acceptable-use-policies/github-bullying-and-harassment
https://docs.github.com/en/site-policy/acceptable-use-policies/github-hate-speech-and-discrimination
https://docs.github.com/en/site-policy/acceptable-use-policies/github-hate-speech-and-discrimination
https://docs.github.com/en/site-policy/acceptable-use-policies/github-threats-of-violence-and-gratuitously-violent-content
https://docs.github.com/en/site-policy/acceptable-use-policies/github-threats-of-violence-and-gratuitously-violent-content
https://docs.github.com/en/site-policy/acceptable-use-policies/github-threats-of-violence-and-gratuitously-violent-content
https://docs.github.com/en/site-policy/acceptable-use-policies/github-threats-of-violence-and-gratuitously-violent-content
https://docs.github.com/en/site-policy/acceptable-use-policies/github-misinformation-and-disinformation
https://docs.github.com/en/site-policy/acceptable-use-policies/github-misinformation-and-disinformation
mailto:to%E2%80%AFcollaboratory@who.intc
https://meta.discourse.org/t/flag-a-post-for-moderator-attention/32783
https://meta.discourse.org/t/flag-a-post-for-moderator-attention/32783
https://meta.discourse.org/tos#heading--contact
mailto:collaboratory@who.int


 

Page 7 of 9 

 

  

III. Platform for hosting code repositories 

To enable code management features and distribution of public goods for health in terms of code, 

packages and code documentation Collaboratory uses  GitHub platform for hosting code 

repositories under the Organization account https://github.com/WHO-Collaboratory (“WHO-

Collaboratory”). 

 

As per GitHub’s Terms of Service: “The "owner" of an Organization that was created under these 

Terms has ultimate administrative control over that Organization and the Content within it. Within 

the Service, an owner can manage User access to the Organization’s data and projects. An 

Organization may have multiple owners, but there must be at least one Personal Account 

designated as an owner of an Organization. If you are the owner of an Organization under these 

Terms, we consider you responsible for the actions that are performed on or through that 

Organization.” 

• To access content of public and/or private repositories under WHO-Collaboratory, You 

must agree to and accept GithHub Terms of Service. 

• To access content of public and/or private repositories under WHO-Collaboratory, You 

must have a valid GitHub personal account. 

 

Owners of WHO-Collaboratory reserve the rights to manage your access permissions to code 

repositories and allowed actions in a specific code repository.  

 

IV. Enforcement 

WHO retains full discretion to take action in response to a violation of these policies, including 

account suspension, account termination, or removal of content.  

 

WHO may investigate and prosecute violations of these terms to the fullest legal extent. WHO may 

notify and cooperate with law enforcement authorities in prosecuting violations of the law and 

these terms. 

 

IV.1. Reinstatement and appeal  

If your content or account has been disabled or restricted and You seek reinstatement or 

wish to appeal, You can contact WHO at collaboratory@who.int. 

 

IV.2. Contact 

You may notify WHO under these terms, and send questions to WHO, 

at  collaboratory@who.int. 

 

WHO may notify You under these terms using the e-mail address You provide for your 

account on Collaboratory digital environment. 

 

IV.3. Changes 

https://github.com/
https://github.com/WHO-Collaboratory
https://docs.github.com/en/site-policy/github-terms/github-terms-of-service
https://docs.github.com/en/get-started/learning-about-github/types-of-github-accounts#personal-accounts
mailto:c
https://meta.discourse.org/tos#heading--contact
mailto:collaboratory@who.int
https://meta.discourse.org/tos#heading--changes
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WHO reserves the right, at its sole discretion, to modify or replace these terms at any time. 

WHO last updated these terms on 10 March 2026, and may update these terms again. WHO will 

notify You about substantial updates. For updates that contain substantial changes, WHO agrees to 

e-mail You, if You’ve created an account and provided a valid e-mail address. By continuing to 

access or use the platform after those revisions become effective, You agree to be bound by the 

revised terms. If You do not agree to the new terms, please stop using the platform.  

 

Once You receive notice of an update to these terms, You must agree to the new terms in 

order to keep using Collaboratory digital environment. 

 

IV.4. No WHO warranties 

WHO makes no warranty with respect to the platform, and disclaims all statutory or 

implied warranties, expressed or implied, as to the accuracy, completeness or usefulness of any 

information, apparatus, product, or process related to the platform, including, without limitation, 

to any warranty of design or fitness for a particular purpose, even if WHO has been informed of 

such purpose. WHO does not represent that the use of the platform would not infringe third 

parties’ proprietary rights. 

 

IV.5. Country or area designations 

The designations employed do not imply the expression of any opinion whatsoever on the 

part of WHO concerning the legal status of any country, territory, city or area, or of its authorities, 

or concerning the delimitation of its frontiers or boundaries. 

 

IV.6. Mentions of companies or products 

Any mention of specific companies or of certain manufacturers’ products does not imply 

that they are endorsed or recommended by the World Health Organization in preference to others 

of a similar nature that are not mentioned. Errors and omissions excepted, the names of 

proprietary products are distinguished by initial capital letters.  

 

IV.7. Limitation of WHO’s liability 

WHO shall not be liable for any loss or damage arising directly or indirectly in connection 

with, or resulting from, your use of the platform. WHO further expressly excludes liability for any 

indirect, special, incidental or consequential damages which may arise in respect of the platform 

and its use, and the results thereof, including, without limitation, any use of the data, privileges 

and Immunities of WHO. 

 

IV.8. Privileges and Immunities of WHO 

Nothing contained herein or in any terms of use related to the subject matter herein shall 

be construed as a waiver of any of the privileges and immunities enjoyed by the World Health 

Organization under national or international law, and/or as submitting the World Health 

Organization to any national court jurisdiction. 

 

IV.9. Settlement of disputes 
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Any matter relating to the interpretation or application of these terms of use which is not 

covered by their terms shall be resolved by reference to Swiss law. Any dispute relating to the 

interpretation or application of these Terms of Use shall, unless amicably settled, be subject to 

conciliation. In the event of failure of the latter, the dispute shall be settled by arbitration. The 

arbitration shall be conducted in accordance with the modalities to be agreed upon by the parties 

or, in the absence of agreement, in accordance with the UNCITRAL Arbitral Rules. The Parties shall 

accept the arbitral award as final. 

 


